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U.S. Department of Justice
Criminal Division

Evaluation of Corporate Compliance Programs

(Updated June 2020)

Introduction

The “Principles of Federal Prosecution of Business Organizations” in the Justice Manual
describe specific factors that prosecutors should consider in conducting an investigation of a
corporation, determining whether to bring charges, and negotiating plea or other agreements.
JM 9-28.300. These factors include “the adequacy and effectiveness of the corporation’s
compliance program at the time of the offense, as well as at the time of a charging decision” and
the corporation’s remedial efforts “to implement an adequate and effective corporate
compliance program or to improve an existing one.” JM 9-28.300 (citing JM 9-28.800 and JM 9-
28.1000). Additionally, the United States Sentencing Guidelines advise that consideration be
given to whether the corporation had in place at the time of the misconduct an effective
compliance program for purposes of calculating the appropriate organizational criminal fine. See
U.S.S.G. §§ 8B2.1, 8C2.5(f), and 8C2.8(11). Moreover, the memorandum entitled “Selection of
Monitors in Criminal Division Matters” issued by Assistant Attorney General Brian Benczkowski
(hereafter, the “Benczkowski Memo”) instructs prosecutors to consider, at the time of the
resolution, “whether the corporation has made significant investmentsin, and improvements to,
its corporate compliance program and internal controls systems” and “whether remedial
improvements to the compliance program and internal controls have been tested to
demonstrate that they would prevent or detect similar misconduct in the future” to determine
whether a monitor is appropriate.
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understood by, employees In

This document is meant to assist prosecutors in making informed decisions as to whether,
and to what extent, the corporation’s compliance program was effective at the time of the

u | | ]
offense, and is effective at the time of a charging decision or resolution, for purposes of
I I I determining the appropriate (1) form of any resolution or prosecution; (2) monetary penalty, if

any; and (3) compliance obligations contained in any corporate criminal resolution (e.g.,

monitorship or reporting obligations).

[ ]

W h et h e r t h e C O I I l I I a n C e Because a corporate compliance program must be evaluated in the specific context of a
criminal investigation, the Criminal Division does not use any rigid formula to assess the
effectiveness of corporate compliance programs. We recognize that each company's risk profile

= and solutions to reduce its risks warrant particularized evaluation. Accordingly, we make a

r r m I r I \ reasonable, individualized determination in each case that considers various factors including,

but not limited to, the company’s size, industry, geographic footprint, regulatory landscape, and -
u other factors, both internal and external to the company’s operations, that might impact its

compliance program. There are, however, common questions that we may ask in the course of

making an individualized determination. As the Justice Manual notes, there are three
“fundamental questions” a prosecutor should ask:
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What Is the purpose of
Compliance Tralning?
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Desirable Undesirable
Behaviors Behaviors
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Training Guidance from the DOJ

ANeeds analysis (Who and what should be trained?)
ATailoring by role (functional and level)
AAppropriate format and language for audience
Alnclusion of lessons learned from prior incidents
AProcess for asking training follow-up questions

AMeasuring effectiveness (Testing Remediation-Impact)
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The ADDIE Model

Analysis Development Evaluation

Design Implementation
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Training Needs Analysis: Two Types

Planning Diagnostic

AForward looking Alssue-focused
ABroad-based ABased on data

AApolied I ATargeted toward specific
pplied to annua problems/performance
compliance training plan
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Training Needs Analysis: Inputs

INPUTS PLANNING DIAGNOSTIC
Helpline/Hotline data X X
Monitoring and auditing X X
Formal risk analysis X
Input from the business X X
Performance reviews X
LMS and testing data X X
Surveys X X
Focus groups X X
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Annual Training Plan

A Start with risk and frequency
AFocus on rules and principles
A Be strategic and tactical
AMake it function -specific

AMake it level-specific (including
leaders)

Alnclude leader training

AConsider delivery methods 7
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Training and Communications Plan 2020

a1 Q2 a3 a4
Mini Module Topics Managing Suppliers Interactions with HCPs We Safeguard Confidential Information and IP Annual Code of Conduct Training (Social Media,
Interactions with Patients/Patient Advocacy, and
Interactions with Government Officials/Payars)
External Funding Policy QBIE OnD
Live Trainings by BP (U5 and International) for affected
employees Audience:

Training required for those involved in the process
(live training); ewareness for all other employees
(Corp Comm)

Foundation Grants Policy

very limited awareness (Katharine lensen and
Foundation Board)

Medical-Commerdal Interactions
Policy

Vertex U. elearning training (5 min) for Medical and
Commercial employees

OBIE OnD

Live Trainings by BP (U5 and International) for affected
employees

Patient Support Programs Policy

Vertex U. elearning training (5 min) for Medical,
Commercial and International GAPP

OBIE OnD

Live Trainings by BP (US and International) for affected
employees

Social Media Policy

OBIE OQnD
See above (include in Annual Code training) re:
Wertex U

Code of Conduct Refresh

Q2 2021

CAMPAIGMN

Integrity & Ethics Week

Brainstorming sessions begin

Late Sept - early Nov

Top 5 Quick Hits

Create and add to OBIE OnD w/ Push Notification:
-Grants (create - push)

Create and add to OBIE OnD w/ Push Notification:
-Med-Comm Interactions (create-push to commercial.
GMA is under GMDA. Can't push.)

Create and add to OBIE OnD w/ Push Notification:
-Patient Support Programs (create-push)

Revise existing content (per changes to existing
policy) on OBIE OnD wy Push Notification:
-Social Media

Maonthly Compliance Topic on
Vnet and App (video, article, Ted
Talk)-managed by individual on
rotation

Select 2 modality to support and communicate via
OBIE Vnet and App:

-Grants

-Managing Suppliers

Select a modality to support and communicate via OBIE
Vnet and App:

-Med-Comm Interactions

-We Interact with Patients Appropriately

Select a modality to support and communicate via OBIE
Vnet page and App:

-Patient Support Programs

-We Safeguard Confidential Information and IP

Select a modality to support and communicate via
OBIE Vnet page and App:

-Social Media -
Interactions with GOs/Payors

OBIE Liaison Program (2
communications/quarter);
Liaisons to also send

Breakfast/Lunch n Learn/Team Meeting with talking
points on:

-Grants

-Managing Suppliers

Breakfast/Lunch n Learn/Team Meeting with talking
points on:

-Med-Comm Interactions

-Interactions with HCPs

Breakfast/Lunch n Learn/Team Meeting with talking
points on:

-Safeguarding Confidential Information and IP
-Patient Support Programs

Breakfast/Team Meeting with talking points on:
-Code of Conduct Annual Training
I1&E Week Support

Quick Hit Compliance Topic
Reminders - Template Emails

Aligns to the above schedule but comes fram the BPs

Aligns to the above schedule but comes from the BPs

Aligns to the above schedule but comes fram the BPs

Aligns to the above schedule but comes from the
BPs

Adapting "still Keeping it REAL in
2020" to broader audience

Display and announce REAL mural on 15th floor




Diagnostic Needs Analysis:
Factors that Drive Behavior

Alncentives and consequences

(

AWorkplace barriers
A Personal motivation

A Clarity/lack of clarity on policy or
procedure

A Communication of expectations
ATools and resources available
A Knowledge and skill level

Calibrate Your Compliance Training: A Practical Framework

June 15, 2021



Diagnostic Needs Analysis:
Is it a training _Issue?

Does the target audience have the
knowledge and skill to perform?

If they do, Itis not a training need.
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The ADDIE Model

Analysis Development Evaluation

Design Implementation
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Training Guidance from the DOJ

ANeeds analysis (Who and what should be trained?)
ATailoring by role (functional and level)
AAppropriate format and language for audience
Alnclusion of lessons learned from prior incidents
AProcess for asking training follow  -up questions

AMeasuring effectiveness (Testing Remediation-Impact)
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Sales Rep Position Risk

RESPONSIBILITIES

Develops business plan for assigned territory that is consistent with sales
plans, strategies and objectives.

Conducts quality sales presentations to all targeted customers.

Understands and demonstrates targeting principles.

Leverages sample programs, literature and other items to ensure physician
awareness of products.

Differentiates products from all competitors and responds to customer
Issues confidentially and appropriately.
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Sales Rep Position: Lower Risk

RESPONSIBILITIES

Develops business plan for assigned territory that is consistent with
sales plans, strategies and objectives.

Conducts quality sales presentations to all targeted customers.

Understands and demonstrates targeting principles.

Leverages sample programs, literature and other items to ensure physician
awareness of products.

Differentiates products from all competitors and responds to customer
Issues confidentially and appropriately.
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Sales Rep Position: Higher Risk

RESPONSIBILITIES

Develops business plan for assigned territory that is consistent with sales
plans, strategies and objectives.

Conducts quality sales presentations to all targeted customers.

Understands and demonstrates targeting principles.

Leverages sample programs, literature and other items to ensure
physician awareness of products.

Differentiates products from all competitors and responds to customer
Issues confidentially and appropriately.
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Ebbinghaus Forgetting Curve
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201

60T

40+

Percentage Recall

Learning

Post-Learning

TIME e

Calibrate Your Compliance Training: A Practical Framework

June 15, 2021



RiskFrequency Framework

HIGH

ACTIVITY FREQUENCY

LOW ACTIVITY RISK HIGH
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RiskFrequency Framework

HIGH

ACTIVITY FREQUENCY

LOW ACTIVITY RISK HIGH
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HIGH

A Read & sign
A Job Aids
A Online reference

A Read & Sign

A Job Aids

A Coaching

A Online reference
A Helpline

ACTIVITY FREQUENCY

LOW

LOW

A Read & sign

A Foundational eLearning
A Quick reference

A Live training

A Coaching

A Read & Sign

A Foundational eLearning
A Reinforcement eLearning
A Job Aids

A Quick reference

A Live training

A Coaching

ACTIVITY RISK

HIGH



Training
Portfolio
Model
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Risk -focused

Training
Foundational ~Games
Guidance I\(Il(_:rolearnmg
Digital Banners
eLearning Emails
Live Training Reinforcement Video
Workshops C.O'Te Assessments
Read and-sign Training
Assessments Just -in-time

Performance

Support Support

Infographics
Reference Guides/App
Video
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Training Design Guidance

A Make it role-specific

A Focus on objectives

ARemember KISS (0Keep it short and si mp
A Use plain language

A Include scenarios/case studies

A Supply to real-world examples

AConsi der -ofmeedpoi nt

A Include contact information in all training

A Translate wherever necessary
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Case Study:
Vertex Code of Conduct
Training
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Vertex Code of Conduct Training:

CODE OF CONDUCT
994 INTRODUCTION

Welcome

Welcome to the Annual
Code of Conduct Training

Estimated Time to Complete This
Module is 90 Minutes

You Can Exitat Any Time
and Return Later

The Module Will Remember
Where You Last Left Off

vanscres [ "...> oousel] 0325

CODE OF CONDUCT

99:4 INTRODUCTION
Welcome

Welcometo the Annual
Code of Conduct Training

You Can Exitat Any Time
and Return Later

Estimated Time to Complete This
Module Is 75 Minutes

— ] sl 0328 @———m

CODE OF CONDUCT
9800 INTRODUCTION

Welcome

Welcometo Part 3 of Vertex's
Code of ConductTraining

Estimated Time to Complete This
Module is 50 Minutes

You Can Exitat Any Time
and Return Later

varscron B P TR ———

KENX

EXCHANGE

CODE OF CONDUCT
®® " MAIN MENU

VERTEX

——
THE SCIENCE o POSSIBUTY

Select a topic to begin.

Before

The course conclusion will be available after you have completed all seven large topics.

Fearless

Pursuit of Excellence

We
Demonstrate

Respect for
One Another

Participate in
the Political

Are an
We -
Avoid Ethical
Inappropriate .
ks Business

Partner

Follow All
Trade Courtesies
Controls

We
Use Good
Professional
Judgment

“we"
Wias

transeript |5

introduction @

play p  00:30

contents e

help o

cmr———
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Vertex Code of Conduct Training: After

Goal: Transform 3 -part, 215 -minute training using modern approaches

CEOQO video for New Hires Infographics in OBIE OnDemand App

LL
O
< -
Read & Understand <] OBIE@vrtx.com
: OO .
Link to PDF document =1 OBIE Liaisons e
= Intranet

Broke up the 21 parts - library
Individual 5-minute videos

Deploy topics as needed Wy -
Code of Conduct annual refresher i >

REINFORCEMEN

......
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Management and Leadership Training

Senior Leader (VP+) Core Leader
Focus: Managing risk; strategic Focus: Understanding risk;
execution; risk tolerance tactical execution

ACulture and tone-setting AAuditing and monitoring

(R.E.A.L framework) AEncouraging speakup

ACompetition culture

ACrossborder interactions ACompliance coaching for

AThird party risk their team

ADeceptive practices AApplying R.E.A.L
framework
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Samples
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Microlearning Reinforcement

RECOGNIZ ND REDUCING THIRD-PARTY RISKS
INTRODUCTWON

pharmac 'rt|fy

RACHEL?/
Welcome I SHOULD HAVE \
HERE, LET ME - KNOWN IT WAS YOU,

HELP YOU WITH AR FLITING

THAT.

NURLAN

ORIGINAL

knoWC ODE

of short episodes that e p» e key
p pl of C d fB Conduct
and Ethics through different e p1 yees' stories

INCYTE PROPRIETARY AND CONFIDENTIAL. FOR INTERNAL TRAINING USE ONLY. DO NOT DUPLICATE OR DISTRIBUTE.

s NEXT >
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Score: 400 SCRAMBLE J 1/6n

G a I I l e S How often do cyber security hack attacks occur?

THE
COMPLIANCE

”? CHALLENGE L —

B _ ... A r \ n + & A Al

|
~ A~ N~ 1w ~> o onomnm Al i A

The Challenge

Promotional

Interactions Gifts, Meals & - . H
ith i Speaker Entertainment | OUr Policies Potpourri Which of the answers about
Programs T .
providing meals to HCPs is
correct?

Compliance Reality Challenge A

ComplianceRealityChallenge

COMPLIANCE MYSTERY: Timeline
Potpourri for 1000 ) . i
Select each item on the timeline below to reveal a clue that will help you solve the mystery of what occurred. You may open and

close each clue as many times as needed, but you must open all eight clues prior to continuing.

The meal could be reportable under the Physician .
& P ! Select Next to continue the Mystery Challenge.

Payments Sunshine Act

e Receipts should be provided in T&E with every meal
OCTOBER
@ All attendees and no-shows should be accounted for O I 18
when submitting expenses in T&E e ?ICFSOBER 2101% 2016
Transcript:
1 3 2016 Printed list: Call to gComm
O All of the above 2016 Calendarsereen: Dinner attendees
Voicemail Transcript: Conference events
Manager to BAM BAM plans to attend

Team Team Team — R ‘ T]
John Jenn Bob ‘

OCTOBER

| OCTOBER
= £ 15 OCTOBER
P Website screen: 2016 '] 9
Product Theater details Notes: BAM's 2016
handwritten notes Business Card:
D from Poster Session BAM's Business Card Text Message
- " Transcript: Marketer
to BAM

That's fine. In that case, what works for you in your heart patient wing?

But | think our drug is something Dr. Raymond would really be interested in

!ﬂ‘i ~ =5 o Back Next 0

A
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Infographics/Quick Reference
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